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Agenda

1. Recap on Human Factors Implementation Roadmap

2. Areas of Improvement Observed during Safety Case Assessments

» Criterion 8.1.1 — Staffing Levels and Management of Shiftwork

» Criterion 8.2 — Safety Critical Task Analysis/ Human Reliability Assessment

3. Guidance on Safety Case Assessment Expectations

« Staffing Level Arrangements
 Management of Shiftwork and Fatigue

« Human Reliability Assessment and Safety Critical Tasks
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HF Roadmap

Guidance

Observations: Areas for Improvement

Human Factors Imp

Safety Case Technical Guide

ementation Roadmap

 Almost all of the elements are recommended to

be implemented in Safety Case Cycle 2

 Received several queries from MHIs on:

1. Human Reliability Analysis (HRAS)

2. Safety Critical Task Analysis (SCTAS)

3. Optimising Performance Influencing Factors (PIFs)

$/No Topic SC Submission Cycle Remarks
. . _ Cyclel ‘ Cycle 2 ‘ Cycle 3
1 | Human Failure Prevention
1.1 | Task & Human Failure Analysis of human actions for Safety Critical Tasks
1.1.a | Initiation Y Y Y
| 1.1b | Prevention Y Y
1.1.c | Mitigation Y
1.2 | Maintenance Activities Y Y
2 | Ergonomics Design of Facilities, Working Environment and Tasks
21 HF integrated in MHI's MOC and design . Y Cycle 1
processes implementation
| 2.2 | HFinwork environment design Y Y for major
modifications/
2.3 | Alarm handling Y Y .
new projects
3 | Optimisation of Organisational Performance Influencing Factors
3.1 | Management of Organisation Change Y Y
3.2 | Shift Staffing level Y Y Cycle1
3.3 | Fatigue Management Y Y implementation
| 3.4 | Communication & Shift Handover Y Y Y for major
3.5 | Site supervision Y Y modifications/
36 Incident investigation covering Human v Y new projects
Factors

« Shift staffing levels
» Fatigue Management

4. What are MHD'’s expectations?

Appendix 5B: Human Factors Implementation Roadmap (Risk-Based Approach)
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HF Roadmap

MHD Guidelines on Human Factors

e Published in July 2022

Guidelines on Managing Human Factors in Major Hazard
Installations

Revision 0 Jul 2022

* Provide practical guidance to MHIs

About this set of Guidelines:

« Demonstrate the reliability of operators engaged in
In Major Hazard Installations [MHIs), the human interface with control systems and .
equipment is crucial in ensuring safe operations and maintenance. Hence, it is important to Sa.fety Crltlcal taS kS

address human factors in plant and process designs;, operational and maintenance
procedures; risk assessments; and safety-critical communications, which include shift
handowver and permit-to-work processes. Significant reliance on human interventions in plant

cperaion can o nply ncressed susceprany towerds uman elures wnncn oo = e |dentify  and - optimise  human  Performance
Influencing Factors (PIFs)

o Organisational Factors

o Individual Factors

o Work Factors
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HF Roadmap

Observations: Areas for Improvement Guidance

Safety Case Assessment

Criterion 8.1.1

(i) Staffing Levels

(i) Management of Shift Work

 Insufficient information on how staffing level < Insufficient demonstration on managing
Is determined for detecting, diagnosing and risks of shiftwork
recovering from Safety Critical Events (SCE)

o0 Inadequate explanation to derive

 Demonstrating compliance to Employment

abnormal situation

overtime by Human Resource functions
does not addresses how fatigue is
managed
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HF Roadmap Observations: Areas for Improvement Guidance

Safety Case Assessment

Criterion 8.2

Safety Critical Task « Some safety cases highlighted safety critical tasks but lacked
Analysis (SCTA) analysis of human reliability

Human Reliability o Safety critical tasks have been identified but were not reflected
Assessment (HRA) In the procedure

« Inadequate consideration of Performance Influencing Factors
(PIFsS)
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HF Roadmap Observations: Areas for Improvement Guidance

(1) Staffing Levels

Demonstrate that there is sufficient manpower for abnormal situations

Particularly, how staffing arrangements affect the reliability and timeliness of detecting,
diagnosing and recovering from Safety Critical Events (SCES).

e Individual factors
e Technical factors

« Organisation factors
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HF Roadmap Observations: Areas for Improvement Guidance

Introduction to UK HSE's Entec Method

e Designed to flag when too few staffs are being used to control a process.

e Examines how staffing arrangements are managed.

Assessing the safety of staffing

rati in ; .. . .
arrangements for process Opera O e Not designed to calculate a minimum or optimum number of staff required.

the chemical and allied industries

Prepared by
Entec UK Ltd

for the Health and Safety Executive HOW d O eS |t WO rkf)

1. Physical assessment: Covers technical factors:

* Questioning the inherent safety of the design and layout of controls and
equipment

2. Ladder assessment: Covers individual and organisational factors:

* Questioning whether operators have the knowledge and capability to

CONTRACT RESEﬁREg};ISg{ detect, diagnose, and respond to incidents in time.
3

e Questioning the policies and procedures that have a bearing on staffing.
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HF Roadmap

Observations: Areas for Improvement

Guidance

(a) Entec Method — Physical Assessment

End

Is the control room continuously manned?

\No

Does the CR operator go mto the field?

/ Yes

What 15 the maximum time he 1s away from the CR?

unrecoverable scenario?

Is 1t more than the minimum time 1t takes to develop an

J xo

What happens if he gets detained e g treating a

process problem or he falls over?

\

What 1s the primary way that a process alarm or tnip 15
detected when he 1s awav from the CR?

/

None

/

FAIL

X

No

Pager? External alarm? 34 Party?
Other 7 ...

Sufficient
reliability?

Where else does
he go?

Define: ...
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HF Roadmap

Observations: Areas for Improvement

Guidance

(a) Entec Method — Physical Assessment

sufficient
rehiability?

Mo Yes

Is there a back-up?

Sufficient and robust

Vi Justification 7
Yes No
Define: ............ YEEJ & No
| FAIL
. End

Sufficient

reliability?
No \YE‘E

Sufficient and robust
FAIL justification 7

L

End FAIL
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HF Roadmap

Observations: Areas for Improvement

Guidance

(b) Entec Method — Ladder Assessment

e 10 ladders to cover individual and organisational factors.

Teamworking

© 0 N Ok 0DdPRE

©

Situational Awareness

Alertness and Fatigue

Training and Development

Roles and Responsibilities

Willingness to Initiate Major Hazard Recovery
Management of Operating Procedure
Management of Change

Continuous Improvement of Safety
Management of Safety

(Workload)

(Workload)

(Workload)

(Knowledge and Skills)
(Knowledge and Skills)
(Knowledge and Skills)
(Organisation Factors)
(Organisation Factors)
(Organisation Factors)
(Organisation Factors)
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HF Roadmap

Observations: Areas for Improvement

Guidance

(b) Entec Method — Ladder Assessment

TRAINING AND DEVELOPMENT (KNOWLEDGE AND SKILLS)

Introduction

To progress beyond the acceptable line on the ladder for traiming and development if is
necessary to demonstrate that each operator has a training and development plan to progress
through structured, assessed skill steps combining work experience and paper based
learning and training sessions. Training needs are identified and reviewed regularly and
actions taken to fulfil needs. Further explanation of the progression towards best practice is
provided with each ladder.

Operators and covering operators
1. Have you got a training and development plan, what does it include?

2. What form did your initial training and assessment take?

3. Do you get regular refresher training?

a) What form does it take?

b) How are you assessed?

4. What kind of training do you get on major hazard scenarios?

a) How often?

b) How are you assessed?

5. Do you get training on new procedures, new equipment or if your job changes, please

provide examples?

Management
1. Who i1s responsible for CR and field staff tramning?

]

How is the operations team training and development plan structured?
Are there progressive skill levels for operators to work through, please explain?

3
4. When and how is training given on process, procedure or job changes?

Documents
1. Traming and development plans for control room staff and support staff

2. Evidence of training needs assessment

3. Evidence of a structure skill step progression progranune
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HF Roadmap

Observations: Areas for Improvement Guidance

(b) Entec Method — Ladder Assessment

Good Practice .

Acceptable

Benchmark

Improvements required

Poor Practice

Grade — Description

Explanarion of progressson Fatiomale supportans

ASSEsEMemn

A

w

Frocessprocedure staffing chanpges
are assessed for the required chamees
o opentar training and development
agsessment is provided and the smroess
of the change is reviewed after
mplementation.

Al operators receive simmlator or
deslolop exercise traiming and
agsessment on major hazard
seenarios on a regolar basi= as part of
a strociored maining and devwelopamert
Prosraimme.

There is & minimom reguirement for a
‘covering’ operator based on time per
month spent as a CF operator to
ensure sufficient familiarty. Their
iraiming and development
prosTammes incorporate this
requirsment.

Each operator has a traimimg amd
development plan to progress throash
struciored, assessed slall steps
combining work experience and paper
based leaming and training sessions.
Traiming needs are idewtified :md
reviewed reguolarly and actioms faken
o folfil meeds.

All operators receive refresher maimine
and assessment on major hazard
sCenario procedims:s on a regmlar,
formal hasis.

MNew operators reczive foll, formmal
mduoction iraiming followsd by
assessment oo the process durng
normal operation and major hazard
SOSOATIOS

There is an imitial nan throash of major
hazard scenanio procadures by peers.

The maining and development
system is dynamsc amd
mieerated inbo the manazement
of chanege process.

(Operators get a regular
ODPOCTInITY 10 Practice major
bazard scenarios throush
physical walk through’s or
sirmilators or by desk-top falk
throoghs.

It has been recosnised that
anyone covering the control
room omist be competent and
their skills kept up to date.

The maining and development
p=eds are idendfied, provided
basis allowing op=Tators to
moprove and extend their skills
and wnderstanding. It prowides
operators with a modvation o
mprosve and confimae to
develop.

The p=ed for formalized regualar

refTezher training for major
barard soenarios has been
reconized as essemtial when
they are suwch miregoent events
with severs consequences.

Full tramimg and assessment for

D=W aperabors., it is fommalised
and covers normal operaion
pihas major basard scenarios.

Omly an informal broefing on
major barard procedures is
provided to pew operatars.

Poor practice. staffing
arran pements do not filSl any
of the nmgs abowve
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HF Roadmap

Observations: Areas for Improvement

Guidance

(b) Entec Method — Ladder Assessment

Acceptable
grading

Grade  Description

Explanation of progression Rationale supporting

assessment

A Process/procedure/staffing changes
are assessed for the required changes
to operator training and development
programmes. Training and
assessment is provided and the success
of the change is reviewed after
implementation.

B All operators receive simulator or
desktop exercise training and
assessment on major hazard
scenarios on a regular basis as part of
a structured fraining and development
programine.

C There is a minimum requirement for a
‘covering’ operator based on time per
month spent as a CR operator to
ensure sufficient familiarity. Their
training and development
programmes incorporate this
requirement.

D Each operator has a training and
development plan to progress through
structured, assessed skill steps
combining work experience and paper
based learning and training sessions.
Training needs are identified and
reviewed regularly and actions taken
to fulfil needs.

The traming and development
system 1s dynamic and
mtegrated into the management
of change process.

Operators get a regular
opporfunity to practice major
hazard scenarios through
physical walk through’s or
simulators or by desk-top talk
throughs.

It has been recognised that
anyone covering the control
room must be competent and
their skills kept up to date.

The traming and development
needs are identified, provided
and reviewed on an individual
basis allowing operators to
umprove and extend their skills
and understanding. It provides
operators with a motivation to
improve and continue to
develop.



HF Roadmap

Observations: Areas for Improvement

Guidance

(b) Entec Method — Ladder Assessment

Improvements
required

Grade

W

Description

All operators receive refresher traimning
and assessment on major hazard
scenario procedures on a regular,
formal basis.

New aperators recerve full, formal
induction training followed by
assessment on the process during
normal operation and major hazard
SCEenarios

There 1s an initial run through of major
hazard scenario procedures by peers.

There 15 no evidence of a structured
traimning and development programme
for operators. Initial tramning 1s
informally by peers.

Explanation of progression

The need for formalised regular
refresher traming for major
hazard scenarios has been
recognised as essential when
they are such infrequent events
with severe consequences.

Full training and assessment for
new operators, 1t 1s formalised
and covers normal operation
plus major hazard scenarios.

Only an informal briefing on
major hazard procedures 1s
provided to new operators.

Poor practice, staffing
arrangements do not fulfil any
of the rungs above.

Rationale supporting
assessment
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HF Roadmap Observations: Areas for Improvement Guidance

(b) Entec Method — Ladder Assessment

Evidence for individual and organisational factors

e Views and experiences of control room operators, other operators,
managers, support staff.

e Documents such as operating procedures for normal and emergency
situations, job descriptions, safety policy, training records, safety
performance reports, safety audits.

e Information on training plans, occupational health monitoring; disciplinary
records.

e Reports on past incidents.
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(2) Managing Shiftwork

Demonstrate how fatigue is managed based on suitable standards and
practice.

References:

APl RP 755 Fatigue Risk Management Systems for
Personnel in the Refining and Petrochemical

Industries
,‘;‘i,‘;;';';i';j;:sﬂ'fﬁmnem' « HSG 256 Managing Shiftwork: Health and Safety

et Guidance
WSH Council WSH Guidelines on Fatigue Management
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HF Roadmap

Observations: Areas for Improvement Guidance

(2) Managing Shiftwork

Work pressure

Work environment

Capacity to
carry out work

e Definition of shiftwork
« Extended work hours of 12 hours
* Rotating hours of work
o Split shifts
 Overtime
« Why manage shiftwork?

« Shiftwork causes fatigue

o Shiftwork and fatigue can contribute to
 Poorer mental and physical health
* Lower level of functioning
* Increased likelihood of incidents or injuries

 |ncreased turnover and sick leave
absences.
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HF Roadmap

Observations: Areas for Improvement Guidance

(2) Managing Shiftwork

 Establish fatigue risk management processes to manage risks of shiftwork

|dentify risks
from shift work

Monitor
the control
measures

Manage the risks
using control
measures

e |dentify and assess risks of shiftwork

Assess the risks

Work patterns

Overtime records

Incident of sick leave or other absenteeism
Staff turnover

Potential exposure staff (e.g. vulnerable groups)
Potential consequences of exposure

Likelihood of exposure

e Manage risks from shiftwork

Improve shiftwork schedule
Improve shiftwork environment

e Check and review shiftwork arrangements.
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HF Roadmap

Observations: Areas for Improvement

Guidance

(3) Safety Critical Task Analysis and Human Reliability Analysis

Demonstrate methodology used for task and human reliability analysis.

References

« MHD Guidelines on Managing Human Factors in Major Hazard Installations

« UK HSE Core Topic 3 — Identifying Human Failure

» Energy Institute — Guidance on Human Factors Safety Critical Task Analysis

Guidance on human factors safety critical task analysis

Guidelines on Managing Human Factors in Major Hazard
Installations

Revision 0

About this set of Guidelines:

In Major Hazard Installations (MHIs), the human interface with comtrol systems and
equipment is crucial in ensuring safe operstions and maintenance. Hence, it is important to
address human factors in plant and proces:z designs; operstionzl amd maintenance
procedures; risk assessments; and safety-critical communications, which indude shift
handower and permit-to-work processes. Significant refiance on human interventions in plant

operation can @lso imply inoreased susceptibility towards human failures, which can lead to

&

energy A Great Workforce A Great Workplace
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Steps In conducting human reliability analysis

‘ Safety Critical Events ‘

:

Identifying Safety Critical Tasks ‘
(Section 3)

!

‘ Human Reliability Analysis ‘
(Section 4)

: Figure 1: Human Factors Roadmap
[ enibingrrs ) (snapshot from MHD’s guidelines)

(Section 5)
|

Failure Management with
Suitable Control Measures

-..|
F-|

(Section 6)
Reduce reliance on humans I Reliance placed on humans
v v
Automation/Engineering Control Administrative Control
(Section 6.1) (Section 6.2)

| Optimise PIFs ’ '“d"::dlua'

HF in Design Workplace
‘ * Management

(Table 2)

h 4

Manage Human Performance during

{ Maintenance/Inspection/Testing

(Section 7)
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HF Roadmap

Observations: Areas for Improvement

Guidance

Demonstrate the consideration of PIFs In

ARA

 MHIs should complete HRA for at least 1 SCE by the end of Cycle 2

An example on
task
analysis/HRA.

SCTA of current situation Additional measures to deal with HF | Notes
iS5UES
Task or Potential hafety Consequences | Measures to Measures Comments/
task step human EASUres (if failure not prevent or further | to reduce recommendations/
description failures nd recovery | recovered) reduce chance of | conseguences open issues
hanisms failure or improve
recovery
potential
Ciriver ta Check Procedures  |anual action | Owverfill protection | 1. Review design of Additional measure
carry out omitted: o initiate activated on procedure and 1 has been closed
preparatory | Driver fails MErgenCcy each product oading bay to aut.
checks to check "l.l.u_:ln:_:-wn compartment 'c—dl_u;e ::u:f:—n:ml Additional measures
before tanker | product E5D) included for distractions 2 3and 4 to be
loading ind :a'r._c:-r: n procedures known or loss of place in taken forward as
on vehicle CWEVET, - v procedure recommendations
before brocedures not | Product gquantity from SCTA.
loading eviewed for | rEmaining could '
COmmenced everal years. | lead 1o potential Review experisnce

overfill if overfill
protection fails

_ompetence

raining
hrogramme for
anker drivers
overs this task

System/
equipment

interface

2. Introduce
programme
of behavioural
observations of
drivers

3. Observation of
bays on CCTV

4. Introduce ESD
buttons at
gither end of
the loading bay

from other sites to
detarmine frequency
of such events

(As part of
HRA, PIFs
should be

considered
\_ y,
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Official (Closed)

Thank You/!

E MINISTRY OF
("&5. MANPOWER

References:

« MHD Guidelines on Managing Human Factors

« UK HSE's Entec method (contract research report 348/2001)
e HSG 256 — Managing Shiftwork

 WSH Council — WSH Guidelines on Fatigue Management
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